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B
Running Strong

78 / 100

78%

Executive Summary

This agent demonstrates strong fundamentals with solid identity & auth and backup & recovery practices. Key
tune-up opportunities exist in memory & encryption and infrastructure. Addressing 5 items would improve the
score to 100/100 (A+).

Category Breakdown

Identity & Auth 20/20

Memory & Encryption 15/20

Backup & Recovery 20/20

Infrastructure 10/20

Supply Chain & Skills 13/20

Checks Passed: 15 of 20  |  Failures: 4  |  Warnings: 1
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Detailed Results

  IDENTITY & AUTH (20/20)

PASS TOOLS.md permissions Restricted (600) [+5]

PASS API key exposure scan No keys found in workspace .md files [+5]

PASS .env file protection No .env files in workspace [+5]

PASS SSH key permissions No SSH directory found [+5]

  MEMORY & ENCRYPTION (15/20)

PASS Memory directory Found with 20 files [+5]

PASS Memory encryption Encryption artifacts detected [+5]

FAIL Memory permissions Directory permissions: 755 (should be 700) [0/5]

PASS Memory size hygiene MEMORY.md is 7128 bytes (under 50KB) [+5]

  BACKUP & RECOVERY (20/20)

PASS Backup scripts Found backup-related files [+5]

PASS Recent backup Found recent archive [+5]

PASS Cloud backup tool rclone detected [+5]

PASS Recovery documentation Resurrection/recovery doc exists [+5]

  INFRASTRUCTURE (10/20)

FAIL Firewall No active firewall detected [0/5]

PASS Non-root execution Running as node [+5]

PASS Container isolation Running inside Docker [+5]

FAIL Auto-updates No automatic update mechanism [0/5]

  SUPPLY CHAIN & SKILLS (13/20)

WARN Skill count 53 skills  -  consider pruning unused [+3/5]

PASS .gitignore protection Prevents accidental exposure [+5]

PASS Audit logging Audit directory with 2 log(s) [+5]

FAIL Workspace permissions Directory permissions: 755 (should be 700) [0/5]
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Tune-Up Recommendations
Address these items to boost your score from B to A+ territory.

Required Tune-Ups (4 items)

  1. Memory permissions
  Category: MEMORY & ENCRYPTION  |  Potential impact: +5 points

  Issue: Directory permissions: 755 (should be 700)

  Fix: Restrict memory directory: chmod 700 memory/

  2. Firewall
  Category: INFRASTRUCTURE  |  Potential impact: +5 points

  Issue: No active firewall detected

  Fix: Enable a firewall: sudo ufw enable (or equivalent)

  3. Auto-updates
  Category: INFRASTRUCTURE  |  Potential impact: +5 points

  Issue: No automatic update mechanism

  Fix: Enable automatic security updates: sudo apt install unattended-upgrades

  4. Workspace permissions
  Category: SUPPLY CHAIN & SKILLS  |  Potential impact: +5 points

  Issue: Directory permissions: 755 (should be 700)

  Fix: Restrict workspace: chmod 700 /path/to/workspace

Advisory (1 item)

  1. Skill count
  Category: SUPPLY CHAIN & SKILLS  |  Potential impact: +2 points

  Issue: 53 skills  -  consider pruning unused

  Fix: Review installed skills and remove unused ones to reduce attack surface

Potential score after all tune-ups:  100 / 100  -  Grade A+

A few targeted fixes will make this agent exceptional.
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